Detecting critical subsets (nodes, edges, shortest paths, or cliques) in
large networks

In network analysis, the problem of detecting subsets of elements important to the
connectivity of a network (i.e., critical elements) has become a fundamental task over the
last few years. ldentifying the nodes, arcs, paths, clusters, cliques, etc., that are
responsible for network cohesion can be crucial for studying many fundamental properties
of a network. Depending on the context, finding these elements can help to analyze
structural characteristics such as, attack tolerance, robustness, and vulnerability.

Furthermore we can classify critical elements based on their centrality, prestige, reputation
and can determine dominant clusters and partitions. From the point of view of robustness
and vulnerability analysis, evaluating how well a network will perform under certain
disruptive events plays a vital role in the design and operation of such a network. To detect
vulnerability issues, it is of particular importance to analyze how well connected a network
will remain after a disruptive event takes place, destroying or impairing a set of its
elements. The main goal is to identify the set of critical elements that must be protected or
reinforced in order to mitigate the negative impact that the absence of such elements may
produce in the network. Applications are typically found in homeland security, energy grid,
evacuation planning, immunization strategies, financial networks, biological networks, and
transportation. From the member-classification perspective, identifying members with a
high reputation and influential power within a social network could be of great importance
when designing a marketing strategy.

Positioning a product, spreading a rumor, or developing a campaign against drugs and
alcohol abuse may have a great impact over society if the strategy is properly targeted
among the most influential and recognized members of a community. The recent
emergence of social networks such as Facebook, Twitter, LinkedIn, etc. provide countless
applications for problems of critical-element detection.



